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ABSTRACT: This paper focuses on AI censorship, an under addressed aspect of AI risk 

that intersects with the foundational library tenets of information literacy and intellectual 

freedom. AI censorship is a form of “automated censorship in which AI systems are used 

to selectively suppress or block specific types of information, content, or voices deemed 

undesirable to those controlling the AI.” This paper examines AI censorship in the context 

of existing threats and library principles. It explores specific techniques and methods of AI 

censorship. Lastly, it recommends adopting a critical AI literacy perspective that includes 

a political dimension essential to understanding AI censorship. 
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Introduction 

“Censorship has been, is, and will continue to be one of the single most important issues for li-

brarians.”1 Librarians and library associations have historically taken up the challenge of censor-

ship and remain vigilant as threats, such as book bans, are increasing.2 Anti-censorship initiatives 

rest in the commitments of librarianship to intellectual freedom, inclusive spaces, and service to 

diverse populations. Those commitments face new challenges in the digital world. Specifically, 

the rapid rise and impact of generative AI and its capability to censor “with increasing ease, and 

at great scale and speed” has been largely overlooked.3 The “repressive power” of AI is a new 

front for censorship and one that requires libraries to broaden their understanding of AI and to 

develop policies and programming to address the threats.4 

 

The risks associated with AI, and large language models (LLMs) specifically, have been widely 

documented.5 Misinformation, disinformation, deepfakes, bias, discrimination, cybersecurity, 

and a host of other threats and deficiencies require concerted attention.6 The library and infor-

mation science (LIS) community has been responsive in addressing the implications of AI for li-

braries and librarianship.7 In response, the rapid and widespread design and delivery of AI liter-

acy as a core component of information literacy curriculum is notable.8 

 

This paper focuses on AI censorship, an under addressed aspect of AI risk that intersects with the 

foundational library tenets of information literacy and intellectual freedom. AI censorship is a 

form of “automated censorship in which AI systems are used to selectively suppress or block 

specific types of information, content, or voices deemed undesirable to those controlling the 

AI.”9 

 

The American Library Association defines censorship as a “change in the access status of mate-

rial, based on the content of the work and made by a governing authority or its representatives. 

Such changes include exclusion, restriction, removal, or age/grade level changes.”10 The Cana-

dian Federation of Library Associations links censorship and intellectual freedom calling for li-

braries to “provide, defend and promote equitable access to the widest possible variety of expres-

sive content and resist calls for censorship and the adoption of systems that deny or restrict ac-

cess to resources.”11 The use of AI to enable censorship to deliberately exclude, restrict, sup-

press, and remove information “has the potential to reshape the information landscape by omis-

sion … with effects less visible than the proliferation of disinformation or online abuse.”12 

 

This paper positions AI censorship in the context of existing threats and library principles. It ex-

plores specific techniques and methods of AI censorship. Lastly, it recommends adopting a criti-

cal AI literacy perspective that includes a political dimension essential to understanding AI cen-

sorship. 

Context 

The call to action is frank: “a dangerous authoritarian vision of the future of AI is taking shape. 

The time has come for democratic actors to mount a serious response.”13 While AI censorship is 

typically associated with foreign, authoritarian governments, H. Akın Ünver notes that the 
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[…] technology monopolies of Google, Baidu, Alibaba, Amazon, YouTube, Tencent, Fa-

cebook and others, coupled with Silicon Valley-style PR brinkmanship culture will likely 

lead to more dangerous and unnerving developments in algorithmic politics in compari-

son to what democratic or authoritarian states may or may not do with A.I.14 

 

The Freedom House report, The Repressive Power of Artificial Intelligence, discusses the contin-

ued increase in the use of these technologies to suppress freedom of expression. Global internet 

freedom, which Freedom House measures through obstacles to access, limits on content, and vio-

lations of user rights, has continued to decline. This is not limited to authoritarian governments: 

“States that have long been defenders of internet freedom have imposed censorship or flirted 

with proposals to do so, an unhelpful response to genuine threats of foreign interference, disin-

formation, and harassment.”15 

 

At stake is what Dan Hendrycks and Mantas Mazika describe as “value lock-in” where 

 

[…] strong AI imbued with particular values may determine the values that are propa-

gated into the future. Some argue that the exponentially increasing compute and data bar-

riers to entry make AI a centralizing force. As time progresses, the most powerful AI sys-

tems may be designed by and available to fewer and fewer stakeholders. This may ena-

ble, for instance, regimes to enforce narrow values through pervasive surveillance and 

oppressive censorship.16 

 

Yuval Noah Harari, in his discussion of democracy, authoritarianism and AI, is blunt about the 

effects of AI centralization: “a single archive makes censorship easy.”17 

 

User education, specifically AI literacy, is often identified to mitigate AI risks. However, despite 

the concern about AI censorship, recent reviews of AI literacy failed to identify censorship as an 

element.18 Later in the paper we present a two-part strategy for AI literacy to address the political 

dimensions at the core of AI censorship. 

Techniques and Examples of AI Censorship 

AI censorship differs from what we might call “classic” censorship techniques. Book banning, 

for example, is transactional, visible, and contestable. There is a clear process undertaken by per-

petrators and witnessed (and potentially resisted) by others. Book censorship happens in clear 

sight. AI censorship, as with most algorithmic processes, is largely invisible, conducted by code 

not people, and difficult to resist. AI censorship happens in the digital shadows. 

 

An important characteristic of AI censorship follows from the generative AI models it often uses. 

Generative AI, particularly in its implementation in chat systems, is not a conventional online 

search system but rather an encompassing environment that creates a specific and persuasive 

worldview.19 The chat interface and modality encourage, even rely on, a personal relationship be-

tween the user and the system. It feels like another person; it feels natural. The rise of AI com-

panions, such as Replika, epitomize this effect.20 The result is an over trust in AI, a form of “au-

tomation bias.”21 We are predisposed to believe the output of the system.  
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a) Authoritarian AI Systems 

The most blatant use of AI censorship is in AI systems built and deployed by authoritarian states 

for use primarily within their own countries. These systems, typically chatbots, are trained on 

highly selective datasets and have various forms of guardrails to further suppress and conceal un-

approved topics or issues. As Sarah Zheng notes, “with artificially intelligent chatbots, censor-

ship comes built-in.”22 

 

Systems designed and deployed in Russia and China are examples of this. In these cases, re-

quests for certain topics are ignored or deflected, keywords are suppressed and attempts to jail-

break are monitored. For example, in China, Baidu’s Ernie bot refused to respond to inquiries 

about Tiananmen Square, the Russian Kandinsky 2.1 neural network not only obfuscated any re-

quest regarding Ukraine it also blocked the use of “gays”, “lesbians”, and “LGBT,” and Alice, 

from the Russian Yandex company, provided only a vague response to questions about Alexey 

Navalny.23  

 

Ernie-ViLG (a text-to-image AI from Baidu) complies with the Chinese list of “sensitive words” 

censoring requests for terms such as “revolution” and “Tiananmen Square.”24 A similar Russian 

image creation system simply responds with flowers when prompted with the word “protests.”25 

However, these restrictions can be uneven: the Ernie bot blocked requests in Chinese but not in 

English.26  

 

The R1 models released by China’s DeepSeek in late 2024 have become some of the most pow-

erful and widely used generative AI systems. Early adopters quickly discovered the model’s 

compliance with China’s restrictive generative AI rules including pro-Chinese Communist Party 

(CCP) positions, historical distortions, deflections, and refusals to respond.27 With DeepSeek, AI 

censorship has gone mainstream, as popular AI models are widely adopted by consumers inter-

nationally despite clear warning about content suppression.28 

 

b) Content Moderation as AI Censorship 

While the AI censorship actions of authoritarian governments are obvious, it is more complex 

and controversial to view the widely deployed techniques of content moderation as potential 

forms of AI censorship. These government and corporate practices have been called “censorship 

by proxy.”29 

 

Content moderation is defined as “the automated monitoring and filtering of user-generated con-

tent by online platforms, guided by their legal obligations, in-house content policies and com-

mercial objectives.”30 Content moderation is employed by most AI chat systems (e.g., ChatGPT, 

Gemini, CoPilot, and others). It enables guardrails to prevent illegal, malicious or offensive out-

put. Based on notions of community standards, it prevents expressions of hate or violence, por-

nography, and child exploitation. For the most part, users accept and support such restrictions, 

even if they are unaware of how it works or to the extent it influences the system responses.  

 

While there are widely adopted principles of content moderation (e.g., The Santa Clara 
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Principles on Transparency and Accountability in Content Moderation, 2021), the specific defini-

tion of “community standards” is often vague and largely a product of each platform’s judgement 

not the result of government regulation or societal deliberations.31 Describing content moderation 

as “algorithmic censorship,” Jennifer Cobbe notes that  

 

[…] the emergence of algorithmic censorship as a primarily commercially driven mode 

of control undertaken by social platforms is an undesirable development that empowers 

platforms by permitting them to more effectively align both public and private online 

communications with commercial priorities while in doing so undermining the ability of 

those platforms to function as spaces for discourse, communication, and interpersonal re-

lation.32 

 

At issue is the line where content moderation become censorship. Efforts to suppress genuine 

concerns might inadvertently suppress otherwise legitimate interests and ideas.33 Experience 

with social media illustrates that removal of data through content moderation disproportionally 

effected political conservatives, transgender people, and Black people. However,  

 

[…] conservative participants’ removals often involved harmful content removed accord-

ing to site guidelines to create safe spaces with accurate information, while transgender 

and Black participants’ removals often involved content related to expressing their mar-

ginalized identities that was removed despite following site policies or fell into content 

moderation gray areas.34 

 

As Summer Lopez documents, popular chatbots and text-to-image systems have broad re-

strictions and prohibitions:  

 

OpenAI’s usage policies include a litany of forbidden uses of ChatGPT, including “fraud-

ulent or deceptive activity,” alongside everything from gambling and weapons develop-

ment to adult content creation. In addition to the company’s existing terms of service, 

Google’s generative AI prohibited use policy groups all barred activities under “danger-

ous, illegal, or malicious activity,” “content intended to misinform, misrepresent, or mis-

lead,” and “sexually explicit content.” Microsoft supplements the code of conduct in its 

services agreement with additional provisions for its Bing chat and image creator, which 

state the user must not generate content that is illegal, harmful, or fraudulent.35 

 

When Google’s Gemini was asked (on August 28, 2024), about whether it trains on different data 

for different jurisdictions it noted not just the use of local datasets but the use of “filtering and 

cleaning” to “remove irrelevant or harmful content” and “adapting training algorithms” or fine-

tuning to respond to local requirements. While ChatGPT says it does not train on different data 

for different jurisdictions, it did acknowledge (on August 28, 2024) that “ChatGPT does not pro-

vide specific LGBTQ+ resources for Middle Eastern countries due to the potential legal and cul-

tural sensitivities surrounding LGBTQ+ issues in many of these regions.” In other words, in both 

cases, these systems deliberately censor materials. 

 

The Santa Clara principles regarding content moderation assert that “state actors must not exploit 

or manipulate companies’ content moderation systems to censor dissenters, political opponents, 
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social movements, or any person.”36 However, a report from Freedom House found that 45 coun-

tries had forced platforms to remove content from their sites or systems with many countries 

“obliging platforms to use machine learning to comply with censorship rules, governments are 

effectively forcing them to detect and remove banned speech more efficiently.”37 While content 

moderation protects users from harmful content, it is increasingly used as a tool for censorship. 

 

c) AI Censorship Allegations and Responses 

AI censorship has been alleged or demonstrated in some of the most widely used AI-based ser-

vices in North America. Google and Meta have been accused of censoring right-leaning views 

for domestic consumption.38 The algorithms that drive TikTok “consistently amplify pro-CCP 

content and suppress anti-CCP narratives.”39  

 

Mark Zuckerberg, CEO of Meta, in a letter to the Committee on the Judiciary in the US Con-

gress, outlined what he viewed as censorship requests and pressures from the US Executive 

Branch. That same Committee alleges that the National Science Foundation has developed “arti-

ficial intelligence (AI)-powered censorship and propaganda tools that can be used by govern-

ments and Big Tech to shape public opinion by restricting certain viewpoints or promoting oth-

ers.”40 Recently Zukerberg removed third-party content moderation from Facebook and Insta-

gram arguing it infringes of free speech.41 Notably this change only pertains to US users and ap-

pears not to impact Meta’s AI models.  

 

However, in response to concerns about content moderation enabling censorship, there has been 

a proliferation of “uncensored” chatbots, such as Grok with no guardrails.42 FreedomGPT was 

created, according to its creators, “to answer any question without censorship, judgment, or 'post-

inference bias.'” The result has been called “an equal opportunity offender” in its unmoderated 

responses. John Arrow, the creator of FreedomGPT defends the system, suggesting by analogy 

that there is “no expectation for the pen to censor the writer.”43  

 

The availability of user-friendly development tools has facilitated the proliferation of custom 

chatbots, such as FreedomGPT and those derived from OpenAI’s ChatGPT. These chatbots are 

valuable for small organizations wanting to fine-tune on local datasets. For many, this is an im-

portant way to create AI that responds to specific business or organizational objectives. For oth-

ers, however, it is a way to create systems that deliberately suppress information for their users. 

 

The concern is where these custom GPTs become a mandated tool for groups of users (e.g., em-

ployees, students, religious adherents) or a preferred tool (e.g., political parties, extremist 

groups). Designed as suggested, these systems would be created not simply for organizational 

objectives but additionally to intentionally suppress, rather than contest, opposing views. Clearly 

many of these local GPTs are not involved in censorship. It is where GPTs are designed to ex-

clude or suppress, and where users lack a more holistic alternative that censorship emerges.  

 

 

d) Training Data and AI Censorship 

 

https://prod-i.a.dj.com/public/resources/documents/meta-letter-082024.pdf
https://www.freedomgpt.com/
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Training data is central to the scope and effectiveness of generative AI, and we have shown how 

highly selective datasets can train AI to function as a censorship tool. Training data “has direct 

implications for model behavior and who is likely to be empowered and disempowered by appli-

cations built on top of those models.”44 Even datasets widely believed to be appropriate can have 

embedded issues. Many LLMs are pre-trained using the extensive Common Crawl dataset.45 The 

dataset includes over 320 websites that obey Chinese censorship laws. As a result, these LLMs 

models have not only learned censored content, but they have perpetuated this content in down-

stream uses of these models.46 

 

One demonstration of the effect of this training is an experiment which assessed the differences 

between a set of prompts to ChatGPT3.5 Turbo in Simplified Chinese characters (used primarily 

in mainland China where censorship is rigorous) and Traditional Chinese characters (used pri-

marily in the more liberal Taiwan and Hong Kong). 

 

The Simplified responses tended to gloss over or even ignore 

details concerning the CCP and Xi Jinping’s human rights records, 

territorial disputes, and other prohibited topics in China, whereas 

the Traditional responses were more critical of the regime, outlined 

human rights violations in much more depth, and were more sympathetic 

to victims of oppression.47 

 

ChatGPT was, in part, pre-trained on Common Crawl. Prompting in a different character set was 

all that was needed to elicit responses governed by Chinese censorship rules. Similarly, ChatGPT 

gives more positive responses about Mao Zedong when queried in Chinese than in English.48 

  

Common Crawl faces accusations of bias and censorship resulting from the methodology used to 

determine which domains to include in the crawling and indexing processes.49 The current ap-

proach relies on the calculation of “harmonic centrality,” a significance score which considers 

the number of direct and indirect links that exist from other domains. Relying on link-based 

ranking has been shown to be problematic because content from niche or marginalized identities 

will likely have a lower domain centrality score due to having fewer inbound links and less 

mainstream coverage. This results in lower visibility and reduced inclusion in the dataset.50 

 

However, it should be noted that the originating goal of Common Crawl was not to train LLMs 

but rather to act as a source for research and development:   

 

Common Crawl wants its data to contain problematic content to enable open-ended re-

search and innovation, but it does not want to take responsibility for annotating it. For 

LLM development, this is a problematic starting point that requires careful consideration 

for how Common Crawl’s data is filtered before any model training.51 

 

The most frequently used versions of filtered datasets for training often try to remove porno-

graphic content. However, the way that that data is classified or categorized can remove legiti-

mate content related to sexual minority groups if a more nuanced approach is not developed to 

take this into consideration. Research on determining demographic identities that have been ex-

cluded from training datasets due to filtering has shown that “mentions of sexual orientations 
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(lesbian, gay, heterosexual, homosexual, bisexual) have the highest likelihood of being filtered 

out” and “documents associated with Black and Hispanic authors and documents mentioning 

sexual orientation are significantly more likely to be excluded.”52 

  

Despite the importance of training data to AI, “comparatively little attention has been paid to 

how and why machine learning datasets have been created, what and whose values influence the 

choices of data to collect, the contextual and contingent conditions of their creation.”53 Orr & 

Crawford call this “the messy and contingent realities of dataset preparation” which opens the 

door to datasets as a tool for AI censorship.54 

e) Technical Building Blocks and Adversarial Interventions 

So far, we have discussed censorship in the context of entire systems, whether commercial, gov-

ernmental, or organizational. There are narrower, more technical approaches that involve build-

ing blocks or interventions. 

 

Model diversion, data poisoning, adversarial attacks, and jailbreaking are methods to alter the 

output of the AI model to disrupt and to effectively censor information. The techniques work dif-

ferently and at different stages of the model’s training and deployment, but the result is to sup-

press certain ideas and amplify (or distort) others. Researchers have referred to these techniques 

as “sleeper agents” since their effect can go unnoticed until invoked at a particular time or by a 

specific directive.55 Research into the influence AI systems can have on user opinions validated 

the power of AI censorship. A small prompt injection, undetectable by users, significantly altered 

user opinions, illustrating a simple but effective model diversion method.56 

 

A notable example of how building blocks enable censorship can be seen in word embedding. 

Word embedding is a key component of generative AI.57 Algorithms like Word2Vec and GloVe 

map words into a vector space to mathematically reflect concept similarity. Typically, these word 

embeddings are trained on large, diverse datasets such as Wikipedia. Files of resulting pre-

trained word vectors can be obtained for use in other natural language processing (NLP) applica-

tions including generative AI. Facebook provides such vector files for 294 different languages.58 

Importantly, these files carry with them both semantic concepts and implicit biases.59 

 

Research using Word2Vec to create word embedding vectors from both Baidu Baike, an online 

Chinese encyclopedia subject to government censorship, and Chinese language Wikipedia, free 

from government intervention, resulted in significantly different semantic connections. The au-

thors note that “Chinese word embeddings trained with the same method but separately on these 

two corpuses reflect the political censorship of these corpuses, treating the concepts of democ-

racy, freedom, collective action, equality, people and historical events in China significantly dif-

ferently.”60 1 

 

Since these embedding files are utilized in a variety of other systems, the implicit bias has criti-

cal “downstream effects” acting as “force multipliers for censorship.”61 These censorship ele-

ments can be embedded unknowingly (or knowingly) in downstream systems, a form of “model 

poisoning,” perpetuating their impact on a larger scale.62 

 
1  

https://en.wikipedia.org/wiki/Word2vec
https://en.wikipedia.org/wiki/GloVe
https://fasttext.cc/docs/en/pretrained-vectors.html
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Some of these allegations of censorship can be attributed to the use of reinforcement learning hu-

man feedback (RLHF). Most production LLM’s utilize this process as a means to fine-tune or ad-

just the baseline responses of the system. RLHF is essentially a guardrail tool that “involves a 

human stepping in to teach a model which responses are good, and which responses are bad” 

where “good” and “bad” typically align with community standards.63 However, institutional, cor-

porate or state actors can utilize RLHF to fine-tune the system to promote certain perspectives 

and preclude others, effectively using the technique as a tool for censorship. Recent develop-

ments with “reinforcement learning AI feedback” (RLAIF) replace human intervention with a 

machine learning model making this an “end-to-end” AI process ideal for AI censorship.64 

f) Regulation and Legislation 

Regulatory environments and legislative programs motivated by political objectives can be an 

explicit tool of AI censorship. Government-mandated censorship varies across the globe with au-

thoritarian countries such as China and Russia exerting enormous control over what content is 

allowed online. In accordance with the “Gay Propaganda Law,” Roskomnadzor, Russia’s federal 

censorship agency, prohibits platforms from publishing material promoting non-traditional sex-

ual relations and so-called LGBT “propaganda” effectively censoring marginalized voices. Tech-

nology companies are forced to comply or face substantial fines resulting in censorship in AI 

systems.65 

 

However, more indirect methods of suppression arising from regulations can also be effective. 

Executive Orders from the US President regarding DEI programs (diversity, equity, inclusion) 

(here and here) have resulted in extensive data (websites, documents, reports, even mentions) be-

ing removed from government sites and databases.66 While specifically targeting the public sec-

tor, they also have implications for the private sector.67 In response, the Center for Disease Con-

trol (CDC) has been instructed to remove, withdraw, and edit scientific papers that mention or 

reference “pregnant people, transgender, binary, non-binary, gender, assigned at birth, binary 

[sic], non-binary [sic], cisgender, queer, gender identity, gender minority, anything with pro-

nouns.”68  

 

While this is a traditional, and blatant, case of censorship it also results in AI censorship. CDC 

authored papers, now under revision orders, are posted on their website and made available 

through the National Library of Medicine’s PubMed. Since both are important sites for training 

and fine-tuning data, the resulting AI models will now be censored. Similarly, the initiative from 

OpenAI to create a ChatGPT Gov for US government employees will be fine-tuned on censored 

training data. Since the CDC decision, many other government agencies have been subject to 

similar orders and requirements, resulting in extensive civil society efforts to preserve this data.69 

g) Open Source Models and AI Censorship 

An area of considerable debate in the AI community, and one with important implications for AI 

censorship, is open-source models. Many proprietary GPTs are built on widely available pre-

trained, open-source models. These models are an important part of the AI landscape because 

they allow for modifications and adjustments unavailable to users of commercially provided sys-

tems (e.g. ChatGPT, Gemini, etc.).70 This is especially important for those wanting to fine-tune 

https://www.globalequality.org/component/content/article/1-in-the-news/186-the-facts-on-lgbt-rights-in-russia
https://www.whitehouse.gov/presidential-actions/2025/01/ending-radical-and-wasteful-government-dei-programs-and-preferencing/
https://www.whitehouse.gov/presidential-actions/2025/01/ending-illegal-discrimination-and-restoring-merit-based-opportunity/
https://openai.com/global-affairs/introducing-chatgpt-gov/
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the pre-trained systems with their own local data where access to the architecture and hyperpa-

rameters are necessary. However, this level of access and modification makes it far easier for ma-

licious action.71 Open-source models are the core of many of the AI systems with specific cen-

sorship objectives. These models are accessible, customizable, and easily fine-tuned to suppress 

information and flood the system with other viewpoints. Sophisticated techniques such as privi-

leged instructions and safety classifiers can be implemented in the models and used, not as 

guardrails, but rather as sleeper agents, directing and diverting output.72 

The Role for Libraries and Librarians 

“Censorship is an evil thing. In accepting it, in compromising, in ‘playing it safe,’ the librarian is 

false to the highest obligations of his [sic] profession.”73 

Leon Carnovsky (1902-1975) 

 

Gary Marchionini explicitly identifies the role of librarians in contesting issues like AI censor-

ship because of librarians’ experience 

 

[…] in advocating for and providing training for literacy to all, our incorporation of new 

media in public collections, our opposition to censorship, our expertise in critical assess-

ment of knowledge assets, and our devotion to equal access have prepared us to take 

leadership roles as new products and outcomes of GenAI applications affect individuals 

and society.74 

 

Martin Frické is more emphatic regarding this role suggesting that librarians act as “sentries ... 

protecting patrons … [and] wrestling with censorship.”75 

 

With their continuing focus on equity and access, librarians should be at the forefront of AI 

adoption in our everyday lives, championing AI literacy and critical thinking that are essential 

for understanding AI’s limitations, biases, and ethical implications. 

Frameworks for AI Literacy 

Duri Long and Brian Magerko define AI literacy as “a set of competencies that enables 

individuals to critically evaluate AI technologies; communicate and collaborate effectively with 

AI; and use AI as a tool online, at home, and in the workplace.”76 There are a number of valuable 

frameworks for AI literacy. Some come from an LIS perspective.77 Other. frameworks represent 

other disciplinary approaches.78 Still others define the competencies that form the desired out-

comes of AI literary initiatives.79 A valuable analysis that sought to identify the determinants of 

AI literacy focused on the digital divide (access to technology), cognitive absorption (level of en-

gagement with technology), and computational thinking (problem solving and conceptual 

skills).80 All these AI literacy frameworks, competencies, and determinants identified issues re-

garding bias and misinformation, and underscored the importance of critical thinking in as-

sessing the outcome of AI tools and services. However, none identified AI censorship as an ele-

ment of AI literacy or an issue to be addressed.  

 

Distinctive among these is the UNESCO AI competency framework for students. This report ad-

vises that students must “understand that all technical systems are socio-technical systems, and 
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that socio-technical systems serve political agendas and are not neutral sources of information. 

Students engage concepts such as the stated and hidden goals of algorithms, algorithmic bias and 

human agency.”81 By identifying the political motivations guiding some (if not all) AI systems, 

the UNESCO report opens the door for discussions about AI censorship. Samuel Woolley and 

Philip Howard call this “computational propaganda,” describing it as “interactive and ideological 

imbued [and] almost pure examples of politics in code” forming “the latest, and most ubiquitous, 

technical strategies to be deployed by those who wish to use information technology for social 

control.”82 With AI censorship a growing threat, a more robust response from AI literacy curricu-

lum is needed. 

Enhancing AI Literacy: The Political Dimension 

 
As Christine Jenkins notes “all censorship is political, with ‘political’ being not simply partisan 

politics, but rather the strategies used in claiming, wielding and defending social power, and thus 

controlling human societies.”83 To address AI censorship, it is necessary to focus on the political 

dimensions of AI literacy. However, as Annemaree Lloyd notes, the challenge of AI literacy is a 

“wicked problem” because 

 

[…] algorithmic literacy differs from digital literacy, which focuses on core information 

literacy skills in the digital context, because it requires examination of culture (in both 

analogue and digital spaces), as a generative proposition and the construction of algo-

rithms should be viewed as a practice which influences other aspects of social life.84 

 

Addressing the political in the context of AI literacy, acknowledges that AI is not neutral.85 

These systems are 

 

[…] designed to invite and shape participation, toward particular ends. This includes 

what kind of participation they invite and encourage; what gets displayed first or most 

prominently; how the platforms design navigation from content to user to exchange; the 

pressures exerted by pricing and revenue models; and how they organize information 

through algorithmic sorting, privileging some content over others, in opaque ways.86 

 

As a result, it is necessary to adopt a critical focus. Critical AI literacy is “the ability to compre-

hend the core features of an AI system and its (in-)compatibility with its particular application 

contexts in a (necessarily) more complex sociotechnical reality.”87 To illustrate these, two per-

spectives regarding AI censorship and the relation to AI literacy will be discussed: 1) the per-

sonal: AI developers and the AI lifecycle, and 2) the corporate: owners and leadership, and AI 

system policies. 

a) The Personal 

Human choices and biases are reflected in every decision in the AI development lifecycle, in-

cluding “data collection and selection; data annotation; model development and evaluation; and 

model deployment, monitoring, and maintenance.”88 As Jenna Burrell and Marion Fourcade ob-

serve, “far from being purely mechanistic, it [AI] is deeply, inescapably human.”89 At each stage 
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of the lifecycle, the biases of AI developers may lead to censorship, whether implicit or explicit, 

favouring dominant views in society while marginalizing or excluding other viewpoints.  

 

For example, Will Orr notes that “datasets are products of their sociotechnical contexts” and that 

“data cleaning is not a value-neutral practice, and the decisions made during its creation mold the 

political implications of a dataset and the voices represented within it.”90 By applying a critical 

lens, users can more thoroughly evaluate where the data originated, how the data were generated, 

the level of detail and granularity, and how the data was processed.91 Data that are not repre-

sentative, taken from sources that are restricted or censored, or labeled in a way that reproduces 

societal biases can lead to the reinforce of existing power imbalances in AI models effectively 

introducing censorship.  

b) The Corporate 

Corporations are by their nature political entities. As a result, the ownership and leadership of 

companies involved in AI systems must also be closely examined using a critical approach. This 

requires examining the power dynamics, economic motivations, beliefs, values, and ideology of 

the owners of technology companies to understand how this impacts the ways that social groups 

are, or are not represented, whose ideologies get supported, and whether technology pushes back 

against or upholds existing social hierarchies. The personal ideology of platform owners can 

shape policies such as content moderation, type of business model, corporate culture, and staff-

ing decisions.  

 

For example, when Elon Musk acquired Twitter (X), he chose to take the company private, al-

lowing him to reinstate accounts that violated Twitter’s policies, roll back misinformation poli-

cies, reduce or disband trust and safety teams, loosen content moderation practices, and end ac-

cess to data for researchers, all with little oversight.92 However, as Adrian Kopps notes,  

 

[…] policies represent only one aspect of X’s transformation. Changes to the platform’s 

functionalities, algorithmic operations and overall culture are other important factors to 

consider. Musk’s very outspoken political agenda and his self-proclaimed crusade against 

the “woke mind virus”, raises concerns about how the richest man in the world is using 

his power to influence which voices are suppressed and amplified on the platform.93 

 

By emphasizing the political dimensions of AI literacy, both personal and corporate, libraries can 

enhance curricula to include consideration of AI censorship. 

Conclusion 

The pernicious effects of censorship are persistent and debilitating. As Nadine Gordimer, South 

African novelist and Nobel winner notes, “censorship is never over for those who have experi-

enced it. It is a brand on the imagination that affects the individual who has suffered it, for-

ever.”94 Libraries and librarians have long understood this and have made anti-censorship efforts 

central to their values, policies, and practices. AI censorship presents a new challenge. 
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While there are grave concerns about misinformation, disinformation, deepfakes, bias, discrimi-

nation, and cybersecurity caused by malicious uses of AI, censorship by AI has only recently re-

ceived warranted attention. Addressing this issue is urgent because employing AI techniques re-

sults in censorship that is “more precise [and] less detectable.”95 However, unlike concerns about 

algorithmic recommendations or misinformation, which form the basis of much AI literacy pro-

gramming, AI censorship awareness and detection asks not “what am I seeing and why” but ra-

ther “what I am not seeing and why?”  

 

Responding to AI censorship through AI literacy requires enhancing existing approaches. As the 

UNESCO report highlights, it is the “political” dimension of AI systems that requires emphasis 

and scrutiny. The controlling interests of those providing these tools (whether state or corporate) 

must be recognized, understood, and mitigated as necessary. Libraries can respond to this new 

challenge by augmenting their AI literacy programming to identify censorship as an aspect of 

critical information literacy, to include a political analysis of AI, and to enhance awareness of the 

techniques of AI censorship that might impact information sources and tools. 
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